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Introduction

Office Lab Proving ground Office
Test preparation Instrumentation Measure Analysis
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Q 17 e # |
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Test engineer

Report & share
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Simulation engineer E
Test engineer Test engineer Test engineer Test engineer

Acoustic measurementsin a wind tunnel

(typical configurations include a few 100
channels)

Large # of sensors, sensor types, cables, conditions
Sensor failures and instrumentation mistakes

Labor-intensive measurement & analysis process

Instrumentation
example

Automotive Proving Ground Testing
Rough roads, non-stationarity (e.g. run-ups),
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Introduction
Previous work and current goal

Previous works: detect specific anomalies which happen often (e.g. spikes)

- Wheel hub accelerometer |
" RLDA test
Current goal: validate “universal”
anomaly detection algorithms,
which are not tailored towards
specific anomaly types.
Anomalous - : : ]
Spike (AS) l | }l ]
(f I A H “
. NW‘M“‘M(‘«’V‘m{M"“h‘v‘*\Wﬂ[‘],’M‘h"f»w
,'x\ ‘ /Aﬂ“.“«,‘v.wc"T““A‘“ ‘\;‘ H\(\ 3‘\, ‘d)“-* ‘*‘V(‘;‘/"I“'.'*"\m,v‘ ' | h |
VoV thysicall Peaks (PP)

*  Cornelis, Bram & Deuschle, Federico & Gryllias, Konstantinos. (2023). Performance study of DTW-based spike measurement anomaly detection in sensors on real world tests.
*  Cornelis, Bram & Peeters, Bart. (2014). Online Bayesian spike removal algorithms for structural health monitoring of vehicle components.
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Methodology
Surveys on time series anomaly detection methods

not for our kind of signals (noise and vibration measurements)— nesies — suior — om0

RobustPCA[101]  Eros-SVMs[74] k-Means[151]  XGBoosting[34] KNN[110] SR[112] DWT-MLEAD[134] p— (6]
NetworkSVM [160] MS-SVDD [149] sequenceMiner [23] AOSVM [48] I-HMM [127] HMM
v H H SmartSifter [ 152 .
RUSBoost[54] CCKFD[114] PhaseSpace-SVM[85] NoveltySVR [86] Signal Analysis er[152] LaserDBN[100]
. SLADE-TS [141] .
Random Black Forest [165) Classic ML PCA[121]  SSVM[11)] m’??gi FFT(111] cLa[s4]  Stochastic
MLEAD . EDBN [107
Hybrid K-Means [140]  p..4om Forest Regressor[165) EM-HMM [105] Learning (107)
Normalizing Flow[116]
SLADE-MTS[142] PCC[121
[ r-:z;os[ 4?][ ] Hybrid KNN[124] | o EncDec-AD[88] MultiHMM[78) HSMM([120] CxDBN[137]
STOMP[164] DeepLSTM[31]  SSA[1S5) VAE-GAN[SB] .\ 0000 LAMP[166] 19y FYDNEC (136)
Series2Graph[16] DeepNAP(72)  [STM-VAE[106] AN (7] TICI:-AE][ISS] HMAD [49]
MAD-G OmniAnemaly[125
GrammarViz|[120] TwoFinger [90] CoalESN [99] Torsk[60] : AD-LTI[148) Contnd (5]
KnorrSeq2 [102]  Left STAMPI[156] STORN[18]) [150] Deep Learning PAD(33] pnanT(o4) S-H-ESD[62]
TSBitmap(144] (119] MSCREDII39] i WAN[143] MultiHTM[146] Telemanom[64] LSTM-AD[89] FAST-MCD[115) SH-ESD+ [138]
HOT SAX[70] DissimilarityAlgo [6]
RADM [40] [ .ii‘R-CNN[llZ] TAnoGAN(S) AE(117] VELC [158] MA[18] EWMA [65]  SARIMA[52]
P MoteESN [30 Bagel[79]
Data Minin NumentaHTM[3 8 Kalman Filter [52]
NorM([14] & MTAD-GAT[161) ) HealthESN|[32] ANODE [96] AR[18]
Image-embedding-CAE[44 £ e
BochmerGraph (13] vy yop[sz]  psT[128] s §CAE[4] MGDD [126] Statistics PeI157)

TARZAN(71] ~ MERLIN[97]  STAMP[156] MCOD[73 CBLOF[59 ARMA[18]
(73] Isolation Forest[83]  EIF[58] (5] PEWMA [25] MedianMethod [10]

SurpriscEncoding [26] LOCI/aLOCI[103])  Subsequence IF[83] Subsequence LOF[22] EWMA-STR [162]
rFmA- COPOD|80

NormAsmele] [F-LOF[36) Outlier Detection (501 ARIMA[65] DSPOT[122]  RpepaD(76)
Hybrid Isolation GeckoFSM [118]

ILOF[108]  DAD[154
NormA-SJ[15] [108] [154] Holt-Winter's[1)

SCRIMP++[163) Ensemble GI[43)

AMD Segmentation [153]  Holt's [65]

Forest[91]  COF[130] BLOF([59] DBStream([55] LOF[22] DILOF[95]

~ and the sco;

subseguence ancmaly point anomaly

L

o k0 @0 0 0 ek
(a) Synthetic univariate time series resembling an ECG signal with a
subsequence anomaly (pattern shift), a point anomaly (extremum),

and the scorings of LSTM-AD and Sub-LOF.

— TSchanneld —— TSchannell —— k-Means

correlation anomaly

(b) Synthetic multivariate time series with a correlation anomaly
ing of k-Means.

S. Schmidl, P. Wenig, and T. Papenbrock, “Anomaly detection in time series: a comprehensive evaluation”, Proceedings of the VLDB Endowment, 2022, 15(9), pp.1779-1797.
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Methodology

Create a benchmark dataset

Test campaign from Deuschle, Federico

Page 5

Real NVH measurements to serve as “healthy” base oscillation
* Testvehicle: BMW iX3

* Run-up condition @ Chassis dynamometer

* Sampling frequency: 51200 Hz
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Methodology

Create a benchmark dataset: add synthetic anomalies
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Methodology

Create a benchmark dataset: vary severity

Anomalous signal
6L O Anomaly points | | 8r

10 T T T T T T

Anomalous signal Anomalous signal

O Anomaly points i 8r O Anomaly points b

Time(s) Time(s) Time(s)
light medium high

4 )

11 selected base oscillation signals .

6 types of anomalies ‘ 11X6Xx14 anomalous signals

14 severities
G J
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Anomaly Detection Algorithms
Statistical / signal processing methods VS machine learning methods

evaluate if statistical / signal processing methods

machine learning methods: higher implementation complexity could already be sufficient

RobustPCA[101)  Eros-SVMs[74] k-Means[151)  XGBoosting[34] KNN[110] SR[112] DWT-MLEAD[134] e £(68)
NetworkSVM [160) MS-SVDD [149) sequenceMiner [23) AOSVM [48)

I-HMM [127)
i PhaseSpace-SVM 85 ; SV i 3 SmartSifter [152
RUSBoost [54] OCKFD[114] pac (85] NoveltySVR [86) Signal Analysis [152]
SLADE-TS [141] -
Random Black Forest [165) PCA[121]  S-SVM([11] i’l“une l133i FFT[111) GLA [84

Hybrid K-Means [140] Random Forest Regressor[165]) EM-HMM [105]

Normalizing Flow[116]

SLADE-MTS [142] PCC[121) )

Hybrid KNN[124 P P ; HSMM [129 CxDBN [137]
HBOS[47) il (24 oTM-based EncDec-AD(88) MultiHVMM (78] (129]

STOMP([164] DeepLSTM[31] SSA[155] VAE-GAN[98) i LAMP[166] FuzzyDNBC [136]
et DAE[117] TCN-AE [135] HMAD [49]
Series2Graph(16] DeepNAP[72]  [STM-VAE([106)

AN [77 is
GrammarViz[120] TwoFinger [90] CoalESN [99] -
Torsk[60] ' AD-LTI[148) Conlnd[5]
Deep Learnin PADI33] peepant(o4] S-H-ESD[62]

Telemanom [64) LSTM-AD[89) FAST-MCD|[115) SH-ESD+ [138)

LaserDBN|[100]

Stochastic
Learning

DBN [107]

KnorrSeq2(102]  Left STAMPi[156] STORN [123]

)
0}

Donut|[150]

Ocean WNN[143]

TSBitmap(144]  DADS[119] MSCRED[159) ]

HOT SAX([70] tvAlgo [6)

RADM[40]  sp.cNN[112]  TAnoGAN(S] o VELC [158) MA[18]  EWMA[65] SARIMA[52)
MoteESN [30] o Bagel[79] Kalman Filter [52]

NumentaHTM |3
NorM [14] MTAD-GAT(161) ) HealthESN[32) ANODE [96] AR[15]

Image-embedding-CAE[44
BoehmerGraph(13]  yuryon(s2)  psT[128] . §-CAE[44] MGDD [126) PET(157]

gt e S MERLIN{?] SESMr{iae) MCOD|[73 CBLOF([59 ARMA [18] :
ILOF 108 " sotation Forest[83)  EIF[58) i PEWMA [25] MedianMethod([10)
NormA-SJ[15) (108]  DAD[154] :

ubsequence LOF([22] EWMA-STR [162) Holt-Winter’s[1]
SurpriseEncoding [26
NormA-smpl [15] . §12) IF-LOF(36) o <2 ARIMA[65) DSPOT[122]  RepAD(76)

SCRIMP++[163) Ensemble GI[43) Hybrid Isolation GeckoFSM [118]
Forest [91) COF(130] BLOF([59] DBStream|55] LOF[22] DILOF[95]

LOCI/aLOCI [103]

AMD Segmentation [153]  Holt's [65]

S. Schmidl, P. Wenig, and T. Papenbrock, “Anomaly detection in time series: a comprehensive evaluation”, Proceedings of the VLDB Endowment, 2022, 15(9), pp.1779-1797.
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Results

Window-wise perfor11nance
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Window-wise performance
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Results
False Alarm:

Page 17

Isolation Forest on example with spike anomalies.

S — Anomalous signal | 10000 5
N8 Engine speed =
7 O
E 0 5000 &
= — s o o)
£ — ]
_10 ll 1 1 1 1 1 1 1 1 1 1% 1 4 0 ~
5 10 15 20 25 30 35 40 45 50 55 !
Time(s)
§2 T T T T
3 *  True anomalies
= *  Estimation
S ok ke ek kK K F K * ¥ ¥ F FF F
™
E
o
E 0 1 1 1 1 1 1
10 20 30 40 50 60

Anomaly scores

Threshold

[N
MOIRA project

SIEMENS



Real data, real anomaly

second example with spikes, trends and mean (offset) resembles “mean” anomaly type
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Real data, real anomaly
second example with spikes, trends and mean (offset)

1 For spikes: ARMA

For mean: Isolation Forest

1
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Key points so far

» Different studied algorithms show their strengths for different anomaly types. A one-
size-fits-all universal anomaly detection algorithm is not yet found.

* Remaining challenges e.g. false positives and missed detections. Machine learning
approaches need to be further investigated.

« Next steps: training on a presumed anomaly-free data. Semi-supervised isolation
forest (novelty detection) or other semi-supervised methods

SIEMENS
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State of the use of anomaly detection tools

Auto-Encoder based, semi-supervised

Preprocessing: signals downsampled from 51200 Hz to 4096 Hz
Training Data: anomaly-free measurement run

Application Data : measurement run with real and manual anomaly

Training and detecting took significantly long. Algorithm made good detection on some types of anomalies. But for others :

Channel: c48_stwl_bott_manual_spike__z_g_, Test: dropout_single.csv

A -

\ J
|

False positives

Anomaly Score

Ideas:

* Use features instead of downsampling
* Include engine speed as context

* Autoencoders

Page 22 Restricted | © Siemens 2024 | Siemens Digital Industries Software SI E M E N S



Feature saliency and selection

signal_test_sigstats/ClearanceFactor
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Use features instead of downsampling
Include engine speed as context

Autoencoders
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Predictor

Explainability

False positive

15

10

Shapley Explanation
Query Point Prediction: 0.75937
Average Prediction: 0.42953 -10

Shapley Explanation
Query Point Prediction: 0.7563
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Context awareness
Two-steps iforest: semi-supervised

» Iforest on training signal (no anomaly)
* Cluster long anomalies

* Match clusters with engine speed

* Use vy,in and vy, 44 to cut test signal

» [Iforest separately on cuts

train signal iforest ryni cut test v1

25

20 -

vmax

15

10

0.5 1 15 2 25 3 3.5 4 45 0 0.5 1
%108

35
%108

-10 |

-15 ¢

* Use features instead of downsampling
* Include engine speed as context
* Autoencoders

o real anomaly
resonance detected anomaly

_ cutby engine speed
test signal iforest 2
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LSTM Autoencoder
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Summary

Conclusion

* No single anomaly detection method works universally yet—different approaches excel
in different scenarios.

- False positives and missed detections remain major challenges.

« Feature-based methods and contextual information (e.g., engine speed) improve
detection but need systematic incorporation.

 Machine learning methods, including autoencoders and semi-supervised techniques,
show potential but require refinement.

«  Explainability (e.g., SHAPLEY) helps interpret model decisions and identify key
influencing factors.

Next steps

* Improve contextual algorithms by embedding contextual information more effectively or
dynamically adjusting algorithms based on operating conditions.

« \Validate and benchmark approaches on real-world datasets.
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